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Features and specifications are subject to change without notice.

The information provided herein is provided for informational and planning
purposes only.
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System Requirements

Operating Systems:

Microsoft Windows Server 2008 SP2
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2012
Microsoft Windows Server 2012 R2
Microsoft Windows Server 2016

Connectivity to one of the following:

Builtin SQLite database

The following is completely optional if you do not want to utilize the
built in SQLite database which is the default:

Microsoft SQL 2008 R2

Microsoft SQL 2012

Microsoft SQL 2016

Miscellaneous

.NET 3.51

.NET 4.0

Internet Explorer 9.0 or higher*

IIS with IS 6 compatibility or utilize the built in standalone web
server

Intel Dual Core or better

4 GB of RAM minimum

3 GB free hard drive available space on OS drive

TCP/IP network




Introduction:

Welcome to the NovaBACKUP® CMon (Central Monitoring Console)
Quick Start Guide. NovaBACKUP® CMon is composed of 2 components.

1. The CMon (Central Monitoring Console) application enables the capability to monitor backup
agents from any edition of NovaBACKUP® PC, Server, or Business Essentials, version
18.0 and higher. Typically CMon is installed on a Windows Server 2008 R2 or 2012
machine which does not have NovaBACKUP backup software installed on it. It can
however run on the same Windows Server 2008 R2 or 2012 machine that NovaBACKUP
Server or Business Essentials is installed but it may perform better on a separate server.
Please read the prior System Requirements section of this guide for more information.

2. Yourinstallations of NovaBACKUP® PC, Server and Business Essentials, version 18.0 or
higher, which are installed on your systems to backup critical data, such as SQL and
Exchange databases, as well as virtual environments. This quick start guide will describe
how to setup the CMon, along with how to connect one installation of NovaBACKUP®
(referred to as an agent) to the CMon. Subsequent installations of NovaBACKUP® PC,
Server and Business Essentials will require configuration to connect to the CMon in the exact
same manner.




CMon Installation

First step is the successful installation of the CMon. This is where all of the agents will check into
and allow you to centrally monitor your backups across multiple machines through a web browser.
The CMon needs to be installed onto a Windows Server 2008 R2 or 2012 machine that all of the
other machines on which you install agents can talk to. Please check the System Requirements
for the NovaBACKUP® CMon for the machine requirements for installation of the software.

The agents themselves connect to the CMon through port 4502 by default, though this is con-
figurable. The built-in web server will use port 80, allowing you to connect to the web page and

monitor your backups. This may also be configured at the time of CMon installation.

The default choices for the installation of the CMon should be sufficient for most environments and
you are advised to utilize the default choices.

The SQLite database can easily handle 25 agents, and if you do not already have IIS installed on
the machine which the CMon will be installed —the built-in web server will work great.

For more detailed steps through the installation of the CMon please consult the CMon User
Manual coming up next in this document.

Things to note for the installation of the CMon:

« Make sure the incoming and outgoing firewall default ports 80 and 4502 are correctly
configured to allow for proper communication. If you have software firewall
installed on the computer hosting the CMon you will want to allow the ports
mentioned above as well as port 4502 on all of your computers that are running the
NovaBACKUP client software (PC, Server, and Business Essentials).

« During the installation of the CMon you will be asked for the Public Server Address of the
man-agement server (CMon). This needs to be an address or URL where all of the agents
can reach the CMon.

» Before connecting agents to the CMon make sure you can login to it. There will be a shortcut
in your Start Menu that opens a web page with the CMon login. The default login user is
"admin" and the default password is "admin"




Installing the Software

To start the CMon installation, run the setup executable to begin the installer wizard, the installer
will let you know what things you are missing for the prerequisites to install the software. The
optional "Microsoft SQL Server 2008 R2.." component is unchecked because the CMon software
is shipped with a builtin SQLite database that is able to handle many agents, but the option to use
"Microsoft SQL Server 2008 R2 Express Edition" is there if you decide to utilize it.

Upon running the installer, the following screen comes up to ensure all prerequisite components
are installed.

i Management Server Download Installer |=18] X |

In order to install this application you must first install these
components:

Microsoft .MET Framework 3.5 {Installed)

Microsoft .MET Framework 4 (Installed)

Microsoft SQL Server 2008 R2 Express Edition Database and
Management Server
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Install Close

Windows Server 2012 R2 (x64)

After you have all the prerequisites installed, the following screen will come up:

i Management Server Setup - | O

Welcome to the Management Server
Setup Wizard

The Setup Wizard will install Management Server on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Back Mext | | Cancel




Clicking next on this screen will present you with the End-User License Agreement screen
which needs to be accepted before continuing.

5l Management Server Setup | =12 .

End-User License Agreement

Flease read the following license agreement carefully

A11 HovaBACEUP users must agree to the following terms and -~
conditions bkefore using this software. FPlease read them
carefully.

PERMITTED USES
1. NovaBACKEUP is licensed for one machine only. If you

require additional copies, & 3ite license may be purchased
from NovaStor.

T5ES NOT PEEMITTED

=

2. You may not tranafer this software, electronically or
ntherwise. and won mav nnt make anv mnnies nf thia

[#]1 accept the terms in the License Agreement

| Print | | Back ” Mext | | Cancel |

After accepting the EULA the next screen shows what features will be installed, it is recommended
to keep everything with the defaults here unless there is a specific reason you need to change them.

5! Management Server Setup | =12 .

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

=3 = | Web5ite
<= ~ | Database
<=~ | Service

(=3 ~ | Scheduled Task

This feature requires 1454KE on
your hard drive, It has 4 of 4
subfeatures selected. The
subfeatures require 29ME on your
hard drive.

Location: C:\Program Files (x86)\MovaStor NovaBACKLUP Central
Management Console!,

Reset ” Disk Usage || Back ” Mext || Cancel |




The following screen allows you to choose whether or not you are going to use the builtin
SQLite database or utilize a Microsoft SQL Server. From internal testing, unless you have a
larger installation of over 30 agents that you will be controlling the SQLite database works well.

i Management Server | = | O [

S0L Database Server Provider

Select the server provider on which the database will be installed.

SQL Server Provider:

® s0Lite

) Microsoft SQL Server

| Back || Mext | | Cancel |

Assuming you choose the SQLite database the next screen you will see is the screen that will ask
you where you want to host the web application. If you do not already have IIS installed on your
machine, we have found in testing that the standalone web server works very well. If you have IIS
installed itis recommended that you use it, otherwise you will have a conflict of open ports.

il Management Server - | o=

Web Server Provider

Select the server provider on which the web application will be installed,

Web Server Provider:

(® Standalone Web Server
() Microsoft IS

() Manual Setup

Back ” Mext | | Cancel




After choosing where you want the web application installed to it is time to configure the web
application. The Public Server Address dialog box shown in this screen is the IP, DNS name, or
computer name that the NovaBACKUP agents are going to be communicating with. The Port

dropdown box contains the available ports that the NovaBACKUP agents can communicate to the
CMon on.

The computer that hosts the CMon Server application needs to have the port that you choose
open on it so the NovaBACKUP agents can communicate with the CMon. The agents themselves
do not need to open any incoming ports, but they have to be configured to use the correct port. All
agent communication is initiated from the agent so no incoming communication from the CMon is
initiate so there should not be much to deal with firewalls on the NovaBACKUP agents. If
communication cannot be established between the NovaBACKUP client application and the
CMon Server application your firewalls may need to be configured to allow the ports that you
told the CMon to utilize during the CMon installation.

Make sure the incoming and outgoing firewall default ports 80 and 4502 (or whatever ports you
specified during CMon installation) are correctly configured to allow for proper communication.
If you have software firewall installed on the computer hosting the CMon you will want to allow
the ports mentioned above as well as port 4502 on all of your computers that are running the
NovaBACKUP client software (PC, Server, and Business Essentials).

il Management Server - | o =
Management Server Configuration
Enter the configuration settings for the Management Service.
Public Server Address: | 192.163.0.5

Port: 45032 v

Back ” Mext | | Cancel




At this point all the information needed to install the CMon has been gathered and the installer
is ready to start installing it.

i Management Server Setup - | o=

Ready to install Management Server

Click Install to begin the installation. Clidk Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Back ” Install | | Cancel |

When the installer completes you will see the following screen which starts the required Services.
Click "Finish" to complete the installation. If any other CMon installation related screens are sitill
open at this point you can close them.

ﬁj Management Server Setup - X

Completed the Management Server Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Start the Management Server Service

Start the Management Web Server




Connecting to the Agent (1 of 2)

Now that you have the CMon successfully installed it's time to connect an agent to it. Part 1 of 2.

1. Thefirstthing you need to do is install NovaBACKUP® PC, Server, or Business Essentials
(agent) on the machine you'd like to back up. (For instructions on how to do this please consult
the NovaBACKUP® Quick Install Guide). By accepting all default options during installation,
all necessary items will be installed.

2. Once NovaBACKUP® PC, Server, or Business Essentials is installed we need to configure
the connection to the CMon.

« From within NovaBACKUP® click on the Home tab.
« On the upper left hand side of the screen click on the large NovaStor logo circle button,
then click "DefaultSettings".

3. This will open a screen with a series of additional tabs. Click on the CMon Server tab (screen
shots available on the next page in Part 2). Within this tab you will need to fill in the IP address
of the machine where you installed the CMon along with the port number if you've changed it
(the default port is 80). The "Default group" option on this screen will automatically place this
agent into the group specified on the CMon. (In general you do not need to enter anything in
the Default Group option at this point). If you do not choose a Default group this agent will
be placed in the "Pending" group in CMon.

4. Finally, start the service. Click [Start Service] and then [OK]. Now you have the CMon
installed, an agent installed, and the agent connected to the CMon. You should now be able
to login to the CMon and see the agent.

5. To verify the service is an automatically starting service, open up Windows Services. Once
in the Services screen, find the service named "Backup Client Agent Service". This is the
service that actually connects to the CMon so you can monitor your agent. By default this
service is set to Manual, go to the properties of this service and set it to Automatic (Delayed
Start), and [Apply]. You may now exit out of Windows Services.

6. Additional agents may be connected using these same steps. Please follow the next page,
Part 2 of 2, for a more detailed overview of these instructions which also contain screen
shots.

Thank you for choosing NovaBACKUP® CMon by NovaStor

-10 -



Connecting to the Agent (2 of 2)

Part 2 of 2 is a detailed explanation w/screen shots of how to connect the backup software to the CMon.
NovaBACKUP PC, Server, and B.E. clients require a setting to be configured in order for the backup
client to become an Agent. Start NovaBACKUP client and from the main menu click the large circle
NovaStor logo button highlighted at the top left, and then click "Default Settings".

|0 NovaBACKUP - O
ﬁ istore Logs Schedule Device Delete Status Support
d Default Settings < : Start
RoaoE Start here to backup your data
Import Media...
1 Full Backup to AG-QNAP1.nbk - Virtual Dashboard
ZigcBatkup ot DesHopnbk; Protect your virtual machines
3 Registry Backup.nbk -
4 C\ProgramData\...\Test.nbk
5 Copy Job Testing.nbk \mage BaCKUP
& My Backup Inc.nbk Start the Image Backup wizard
7 My Backup Full.nbk
8 Test Copy.nbk
Cloud Backup
9 C\ProgramData\...\My Copy.nbk
Backup your data online to the cloud
10 Copy Test.nblc
Exit
— RunJob iy OpenJob
7 Runajobrow | Open previousy saved
= | ob
{2' Import Media Add Network Device
¥5  Impot mediainto your ®  Add anetwork badkp
media catalog ) destination device
R[NovasTor

For Help, press F1

Once in "Default Settings" you will click on the
"CMon Server" tab. It will look like the example
screen on the right. You will be required to
configure the "Server name" and "Port number"
variables on this screen. For the Server name you
will enter the IP address of the CMon. During the
CMon installation you were told what the IP address
would be as well as the port. The default Port
number is 4502 and that should work without being
changed unless CMon was set up with a different
Port number during the installation of that product.

Next click the "Start Service" button that is
highlighted in the example; the service has to be
able to start, in text below the button you will see
"The service is started" if it has started successfully.

Finally, you will click the "OK" button to save the
changes.

Default Settings
Copy I Backup | Restore Motification | Filters
Custom | Advanced Options WMware Servers |

Server name:

| 192,168.0.5

Fort number (between 1-65535):

| 4503|

Default group:

For example, Root or RootiLevel1\ evel2

The Backup Client Agent Service is required to contact the CMon Server.

Start Service

The service is stopped.

Run As [

CMan Server

OK

) o |

Help

-11-




Accessing the CMon

Logging In

Logging in to the CMon is as simple as opening a web browser on your computer and browsing to the
IP address, DNS name, or computer name along with the port number that you configured during the
CMon installation; the default web port is 80. A shortcut to the website is installed on the computer
where CMon was installed in the Start Menu in the "NovaStor" group for convenience.

The CMon website should work with any modern web browser including Internet Explorer 9 and above,
Google Chrome, Mozilla Firefox as well as most smart phone web browsers.

)
y NOVASTOR
(== Backup for the rest of us.

‘Welcome to NovaStor

&Username

£ Password

[DJRemember me Forgot password?

The default login Username is admin with a Password of admin.

The Password and Password Hint can be changed by clicking on the Change Password link in the
upper right hand corner of the web application.

-12-



The CMon can be utilized to monitor all of the NovaBACKUP clients and the associated backup jobs
in your environment, all from a single pane of glass interface. CMon is accessible via web browser
and can be viewed via Internet Explorer 9 +, Google Chrome, Mozilla Firefox as well as most smart
phone web browsers. An iOS and Android app is planned for future release.

The Dashboard is displayed just after login. It is an overview of your NovaBACKUP environment.

)(NDVASTDR

Backup for the rest of us,

Dashboard

3 Dashboard

1] iR Groige Backup Job Status In Past 30 Days

8, Users &Roles

‘. s | Failed Jobs Status

Configuration

. Show 5 v entries Search:
B Help Overview Status
[\ ANets 30
[:] Reports b Days Beta AG-N1-APPL2 15-06-2016 09:05 AM 15-06-2016 09:08 AM Backup
Beta AG-N1-APPL2 15-06-2016 08:50 AM 15-06-2016 08:53 AM Backup
Beta AG-NI-APPL2 15-06-2016 08:35 AM 15062016 08:38 AM Backup
Beta AG-N1-APPL2 15-06-2016 08:20 AM 15-06-2016 08:23 AM Backup
®raled  © Successful © Warning @ Stopped @ Started ) No data
Beta AG-N1-APPL2 15-06-2016 08:05 AM 15-06-2016 08:08 AM Backup
Showing 1 to 5 of 275 entries
Previous 2 3|45 55 | Next
Top Customers
Show 25 v entries Search:
o mme e s ]

aA 42.Jobs 126 Jobs 916 Jobs
Charlie 150 Jobs 0.Jobs 250 Jobs
Beta 50.Jobs 0 Jobs 152 Jobs
Alpha 0Jobs 0.Jobs 115 dobs

Pending 0dobs 0 Jobs 113.4obs

©2016 NovaStor All Rights Reserved

The "Sidebar menu" that is displayed on the left side of
the Dashboard screen shows the various functions that can be quickly
accessed. To see the sidebar menu you will have to expand it by

o clicking on the 3 vertical bar item near the top left, left of the text
Agents & Groups Dashboard".
Ui & Holes On the Dashboard screen you can perform various functions. You
can hover over the circular pie-chart graphic near the middle left of the
Conlguiation screen to see your job status, to display jobs with all of the various types
of status including Failed, Successful, Warning, Stopped, Started and No data
Help Overview jobs.
Q Akl To view more details about a particular NovaBACKUP Agent in
your environment, you can double-click on an "Agent" via the Dashboard
D Reports screen. An Agent is simply a computer that is running NovaBACKUP

backup client software that was configured to utilize the CMon application for
monitoring.

-13 -
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Log Viewer via the Dashboard example (1 of 2):

Via the Dashboard you can double-click on any agent name that you are interested in seeing the log for
and it will display the backup log as seen in this example. This first example is a job with Failed status.

Log Viewer

Backup - NewJob

‘Start 6/10/2016, S:07:00 AM - End 6/10/2016, S08:16 AM (00.01:15)

Backup Location H)

Files Selected 1528 (64380 MB) Files Completed 1528 (643.80 MB)
Application NovaBACKUP v18.00 1809 Wite Mode Overvrite
Backup Open Files of Media Name Nevidob
Compression on Encryption or

Backup Type Full Verified or

MESCUOW 0 waming(s) | 0 Message(s)
Modified Date

Error info Date Time Time

Backup Failed : C:\Users\QANTUSER DAT Error e0010012: Client file is busy, retry 06-10-2016 06-10-2016
09:07 AM 09:07 AM

Backup Failed : C:\Users\@AIntuser.dat LOG1 Error e0010012: Client file is busy, refry 06-10-2016 06-10-2016
09:07 AM 09:07 AM

Backup Failed - C'\Users\QAWntuser dat LOG2 Error e0010012: Client file is busy, refry 06-10-2016 06-10-2016
09:07 AM 09:07 AM

Backup Failed - Cr\Users\QAWppDatatLocaliMicrosoftiWindows\UsrClass dat Error 0010012:  06-10-2016 06-10-2016
Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : G:\Users\@A\AppData\LocaliMicrosoftWindows\UsrClass.dat LOG1 Error 06-10-2016 06-10-2016
€0010012: Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : C:\Users\QA\AppDataiLocaliMicrosoftiWindows\UsrClass.dat LOG2 Error 06-10-2016 06-10-2016
£0010012: Client file is busy, retry 09:07 AM 09:07 AM

Backup Failed - C:\Users\QAAppDatatLocaliMicrosoft\Windows\WebCacheLock.dat Error 06-10-2016 06-10-2016
£0010012: Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : C:\Users\QA\AppDataiLocall Yimp  06-10-2016 06-10-2016
Eror €0010012: Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : C:\Users\QA\AppData\LocaliMicrosoftiWindows\WebCache01 log Errar 06-10-2016 06-10-2016
£0010012: Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : C:\Users\QA\AppDatatLocaliMicrosoft\Windows\\WebCache\V01tmp.log Error  06-10-2016 06-10-2016
€0010012: Client file is busy. retry 09:07 AM 09:07 AM

Backup Failed : G:\Users\@A\AppDatatLocalMicrosoftiWindows\WebGache\WebCacheVo1.dat  06-10-2016 06-10-2016
Error €0010012: Client file is busy, refry 09:07 AM 09:07 AM

Log Viewer via the Dashboard example (2 of 2):

This second example is a job with Successful status.

Log Viewer

Backup - My Backup

Backup Location Clagent

Files Selected 630 (88721 M8) Files Completed 630 (38721 1B)
Application NovaBACKUP v18.00.1808 Write Mode Overurite
Backup Open Files Media Name ocalbackup
Compression Encryption or

Backup Type Verified on

Warning Info Date Time

-14 -
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CMon can be utilized to generate reports, here we have an example of the Report function. The Report
function will allow you to pull reports on all of your client's jobs.

Report function example (1 of 2):

NNDVASTDR

Backup for the rest of us.
Report

Groups:

€23 Dashboard
Agents:
[ Agent & Group i
0, Users & Roles Job Type: Backup
Configuration
Reports 01-01-2016

B Help Overview

L\ Nets

[] Repoits

Top Backup Failures

QA QAVMWINS1-32 1
QA Q4 1
Charlie AG-AGENT4 50
Charlie AG-AGENTS 50
Charlie AG-AGENTE 50
QA QAWIN2008SQL 3
QA QA-HPWIN1O 34
QA QA-HPWINg1 1
QA WIN-3LVUT3YPIWS 2
QA VM-AG-RR-EX2003 1
testme QA-HPWINTO 3
Beta AGN1-APPL2 50
Dashboard

Al selected (6) ~

All selected (42) -

| 06152016

Report function example (2 of 2):

Search Report

15-06-2016 09:14 PM
15-06-2016 03:30 PM
15:06-2016 02:20 PM
15-06-2016 02:20 PM
15-06-2016 02:20 PM
15-06-2016 01:39 PM
15-06-2016 01:14 PM
15-06-2016 01:11 PM
15-06-2016 12:21 AM
1506-2016 11:32 AM
15-06-2016 09:06 AM
15-06-2016 09:05 AM

Backup Jobs Status

11201610
30-1-2016

31-1-2016 10
28-2-2016

2016 3
2832006 264

1-3-2016 10
2016

Total Jobs : 2054

2954
F Al - Not Completed : 10
B . \aning - 126
5 I - Faled : 272
042016t 30-5-201610
2552016 23-6-2016

©2016 NovaStor All Rights Resarved

Print Report function example. You can print reports here for a single backup client or group of clients.
This function is available in the Report area. You can print to a printer, or "Save as PDF".

Print
Totk2 pages Hierarchy ¥ Description 7 Connected ¥ Last Activity Date ¥ Last Backup Status & Date ¥ XSP Usemame ¥ Last Note & Action NovaBACKUP Version
E | cancet a NA
AGLPIACK2 @ 14-06-2016 06:38 PM % 14:06-2016 0636 PM NA NA 18018130,/
Destination Salve e DE P p—
|_Changea. |
—- Ponding Machines not assigned to groups. NA
Pages ok AGAGENT? Q@ 14.06.2015 06:45 P 0)14.06-2015 0642 B N A 18018130,/
S 8153 QAHPVINGT (%) 14-06-2016 06:46 PM (1) 14-05-2016 0645 PM A N 18018130,/
AGNI-AGENTS @ 14062016 05,00 P 014082015 0454 PM emon NA 18048130,/
Margins Default = AGN1-AGENTS, ") 14-06.2016 0644 P ) 14.06.2018.0520 P amon A 18018130,/
AG-OAHYPERVNT 1) 14-06-2016 06:46 PM 14052015 0646 PM N A 18018130,
Options (] Simplify page
B QAHPIINTD @ 14-06.2016 06:45 PM @ 14-06-2016 0846 bt A A 18018130,/
[ Headers and footers
. AGN1-APPLY Q 14-06.2015 06:32 P [ N A D) 18018130,/
[ Background graphics
AC-AGENTS @ 14062016 0645 FM @ 14.06.2015.06:45 F1 Na NiA i) 18018130,/
AGN1-AGENTZ @ 14-06.2016 04:46 P ® amon NiA 20 18018130,/
AGQAHYPERVNZ @ 14062016 06:45 PM £ 14-05-2016 0545 PM N [ 18018130,/
AGAGENT2 [0} 164-06.2016 0646 P @ 14.06.2015.08.45 FM amon A 18018130,
AGQAHYPERY 1) 14-06-2016 0045 PM 5 14.06-2016 0451 PM N NA Pl 18018130,
AG-AGENT3 Q 14-05-2016 06:43 P () 14-08-2016 0630 PM NA A £2® 18048130,/
AGNIAGENTI (") 14062016 0455 PM 0 14082018 0842 PO emon nia ® 18018130,/
AGAGENTS ") 14062016 0640 PM 5 14:06-2016 0645 PM N NA 18018130,/
CHET-WIN10:M @ 14-06.2016 0557 PM @ 140620160550 PM N A 18000,/
ACAGENT4 Q@ 14062016 06:45 PM 14052015 0645 P N s 18018130,/
AGN1-AGENTS Q@ 14062016 0501 M 14062016 04:48 FM amon A 18018130,/
QA-HPYINGT @ 14-06.2016 04:36 P (014062016 0436 B niA NA 18018130,/
AGVMAGENTIO @ 14062016 06:38 P 014082015 0630 PM NA NA LE 18048130,/
S —
AGNT-AGENTIO (] 14-06-2016 05:15 PM () 14-06-2016 0505 PM amon A Y 4©) 18018130,/
AGAGENTH @ 14-06-2016 06.37 PM ) 14-06-2016 0620 PM N A 20 18018130,/
Qu @ 14-06.2016 06:33 PM 3 14.08.2015 0549 PA N NiA 180181307

-15-
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Agents & Groups is the area in CMon where you will view all of your client software that has been
configured to connect to the CMon. You can create Groups here as well as print a Report of the
contents of the Agents & Groups area.

O, Welcome admin () Change Password

About

@ Logout

NNDVAETDR

Backup for the rest of us.

Agents & Groups - Add Group function example:

Adding a Group is performed by clicking the "Add Group" function as seen in this example.

Add Group
General
Parent Group*
Name*

Description

-16 -

= Agents & Groups

€2} Dashboard @ @D @ @ Failed @ Started @ Stopped  Waming

(]S faenis & Crats Hierarchy & Description ¥ Connected ¥ Last Activity Date ? Last Backup Status & Date XSP Username 5 Last Note ¥ Action NovaBACKUP Version

0, Users &Roles or i 20

[B configuration = =
AG-LP-JACK2 0 14-06-2016 06:38 PM @ 14-06-2016 06:36 PM NiA NiA //>‘ @ 18.0.1813.0/

& Help Overview . e 20

v Pending Machines not assigned to groups NA 2 ®
AG-AGENT? 0 14-08-2016 06:45 PM @ 14-08-2016 06:42 PM NiA NiA //y @ 18.0.1813.0/
QA-HPWINB1 Q 14-06-2016 06:46 P @) 14-06-2016 06:45 PM NiA NiA V4 @ 18.0.1813.00/
AG-N1-AGENT3 o 14-06-2016 05:00 PM @ 14-06-2016 04:54 PM cmon NiA /Zf @ 18.0.1813.07
AG-N1-AGENTE 0 14-06-2016 06:44 PM @ 14-06-2016 0520 PM cmon NiA //>‘ @ 18.0.1813.0,/
AG-QA-HYPERVN1 0 14-06-2016 06:46 PM . 14-06-2016 06:46 PM NiA NiA /j)‘ @ 18.0.1813.0/
QA-HPWINTO 0 14-08-2016 06:45 PM . 14-06-2016 06:46 PM NiA NiA /jy @ 18018130,/
AG-N1-APPL2 0 14-06-2016 06:32 PM . NiA NiA //>‘ @ 18.0.1813.0/
AG-AGENTS Q 14-06-2016 06:46 PM . 14-06-2016 06:45 PM NiA N/A /f‘ @ 18.0.1813.0/
AG-N1-AGENT2 Q 14-06-2016 04:46 PM [ ] cmon NiA Vi @ 18.0.1813.0./
AG-QA-HYPERVN2 0 14-06-2016 06:45 PM @ 14-08-2016 06:45 PM NiA NiA //y @ 18.0.1813.0./
AG-AGENT2 Q 14-06-2016 06:46 PM @ 14-06-2016 06:46 PM cmon NiA Vi @ 18.0.1813.0,/
AG-QA-HYPERV o 14-06-2016 06:45 PM @ 14-06-2016 0451 PM NiA NiA /Zf @ 18.0.1813.07
AG-AGENT3 0 14-08-2016 06:43 PM @ 14-06-2016 06:30 PM NiA NiA //>‘ @ 18018130,/
AG-N1-AGENT1 0 14-06-2016 04:55 PM @ 14-06-2016 04:42 PM cmon NiA /j)‘ @ 18.0.1813.0/
AG-AGENTS (7] 14-08-2016 06:46 PM ) 14-06-2016 06:45 PM NiA N/A V4 m 18018130/




Agents & Groups - Print Report function example:

Rvevastor

A Report of Agents & Groups can be printed. It will print which Agents & Groups exist currently; with
their status displayed, such as NovaBACKUP Version. You can print to a printer, or "Save as PDF".

Print
Total 2 pages

B3 o
Destination bavERsEDE:

Change.
Pages A
Margins Defauit -
Simplity page

Headers and footers

Background graphics

Agents & Groups - CSV Report function example:

A Report of Agents & Groups can be exported to CSV file. The function is in Agents & Groups,

Hierarchy & Deseription Connected ¥ Last Backup Status & Date ¥ XSP Usemame 7 Last Note ¥ Action NovaBACKUP Version

a [ Y
AGLPACK2 @ 14-06-2016 06:38 FM 140620160636 PM o N P& 18018130

Alpha N

Ponding Machines not assignedto groups nA v
ACAGENT? Q 14-06-2016 06:45 PM 14062016 0842PM s [ 18018130,
Powr— ) 14-06-2010 06:40 P 140620160645 P A na D 18018130,
AGNI-AGENTS, @ 14-06-2016 05:00 PM 14062016 0454 PM amon NA s 18018130
AGNI-AGENTS. Q 14-06-2016 06:44 PI 14.06.2016 0520 PM emon N 2 18018130,
AGQAHYPERUNT Q@ 14-06-2016 06:46 PM @ 1406:2016 0646 PM A A % 18018130,/
QAHPWINTD [} 14002016 06:45 P @ 14052016 0546 P A wa / 18018130
AGNI-APPL2 Q 14-06.2016 06:32 P ° N [ Y 18018130,
ACAGENTS Q@ 14.06-2016 06:48 PM @ 14052016 0645 P N i ) 18018130
AGN1AGENT2 ) 14062016 04:46 P ® amon A ) 18018130,
AGQAHYPERVNZ @ 14-06-2016 06:45 PM 14062015 0545 M N [ P 18018130,
AGAGENT2 Q 14-06-2016 06:46 PM @ 14062016 0845 PM emon . 740 18018130,
AGQAHYPERY 1) 14-06.2016.06:45 P 160620160451 P N A 18018130,
AGAGENT3 Q 14-06-2016 06:43 PM 14062016 0630 PM N A Z40) 18.0.1813.0,
AGN1-AGENTI Q 14-06.2016 04:55 P 14062016 0442 PN emon [ 18018130,
AGAGENTS @ 14-06-2016 06:46 FM 140620160645 FM [ i ¢ 18018130,
CHETWNIOM o 14062016 0557 P @ 140520160550 M A WA P 180,00
AGAGENT4 Q 14-06.2016 06:45 PM @ 14052016 0845 PM N o ac 18018130,
AGNI-AGENT4 Q 14062016 05:01 PM 14062016 0448 PM emon [ 18018130,
Pow— [} 14-06-2010 0430 P 140620160430 P A na G 18018130,
AGVMAGENTI @ 14-06-2016 06:38 PM 14062016 0630 PM A NA s 18018130
AGNI-AGENT10 (%) 14-06-2016 05:15 PM 140620160505 M amon . 5@ 18018130,
AGAGENTT (") 14-06-2016 06:37 PV 14062016 0628 PM A A 18018130,
Qu ") 14-06.2016 06:33 P 14062016 0549 P N s ac 180181307

Report and then choose "CSV Report". CSV is a file format that can be viewed in Excel for instance.
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Agents & Groups

Insert

Hierarchy ¥
wCharlie
v Servers
AG-N1-APPL2
AG-N1-APPL3
+Workstations
AG-AGENTT
AG-AGENT6
AG-AGENT2
AG-AGENT3
AG-AGENTS
AG-AGENT4
AG-VM-AGENT10
AG-AGENT1
wBeta
AG-N1-AGENT3
AG-N1-AGENTE
AG-N1-AGENT2

1465043104106 csv

Page Layout

1

Formulas  Data.

ACROBAT

Q Tell me. Jon Ferraez ) Share

‘h J b e General | [ Conditional Formatting ~ %ﬂmen =
={aE] - $-% » [FromatasTable- B Delete ~
Fate B | A L2 o 28 [ Cell Styles & Format~ | &«
Clipboard 1= Font 5 Alignment 5 Number styles Celis Editing -
1 A = f« || Hierarchy v
| A ] c D E F G H i J K L ™M =
1 |Hierarchy Descriptic ConnecterLast Activi Last Backu xSP Usern Last Note Action  NovaBACKUP Version
2 |Charlie N/A
3 |servers N/A
4 AG-NI-APPL2 14-06-2016 10:10 PM N/A N/A 18.0.1813. a54aff99-f6a2-4214-83da-589d64a2f 116
5 |AG-N1-APPL3 14-06-201(14-06-201(cmon | N/A 18.0.1813. 50421505-ac38-4085-9261-3e0100821a
6 |Workstations N/A
7 |AG-AGENT? 18-06-201114-06-2011N/A N/A 18.0.1813. dce80fAc-5114-4245-be05-5 705558800137
8 AG-AGENTS 14-06-201114-06-201( N/A N/A 18.0.1813, c5c-4bdc-basc:
9 |AG-AGENT2 14-06-201(14-06-201(cmon /A 18.0.1813. cBf6ce82- 7861 4505-a2ea-e2b421cdcAS5
10 |AG-AGENT3 14-06-201114-06-201( N/A N/A 18.0.1813. fcaB45e5-037¢-4c92-abd3-f10df5d3a90d
11|AG-AGENTS 14-06-201(14-06-2011N/A N/A 18.0.1813. b7364307-2121-435a-beea-F156049cAb81
12 | AG-AGENT4 14-06-201114-06-201( N/A N/A 18.0.1813. dS1bebcb-46b7-4764-a9d1-6cdec5279521
13 |AG-VM-AGENT10 14-06-20114-06-2011 N/A N/A 18.0.1813. Sfedd 7-82f0-506239523189
14 |AG-AGENTL 14-06-201(14-06-201( N/A N/A 18.0.1813. 79be5aag-235b-474-aa0b-9f5509chc21b
15 |Beta N/A
16 |AG-NI1-AGENT3 14-06-201114-06-201( cmon N/A 18.0.1813. 3dd9c77f-cd91-429a-bas3-s6fescfa7d2c
17 | AG-N1-AGENTS 14-06-201(14-06-201 cmon N/A 18.0.1813. 397b43dc-Chdf-43b7-885-574373ebAds2
18 | AG-N1-AGENT2 14-06-201604:46 PM cmon /A 18.0.1813. 91d88b64-280i4-427b-ad4a-4926d7b7cd90
19 |AG-N1-AGENTL 14-06-201(14-06-201(cmon N/A 18.0.1813. 8a223f97-eecs-477d-9263-500ab0580eb3
20 | AG-N1-AGENT4 14-06-201114-06-201cmen  N/A 18.0.1813, b734723c-27e6-4e8d-a87f-82c9ac1ddgah
21 |AG-N1-AGENT10 14-06-201(14-06-2011cmon N/A 18.0.1813. 6dc27f1d-114-4f93-aeeb-d1c301fa065F
22 | AG-N1-AGENTS 14-06-201114-06-201cmon /A 18.0.1813. af376019d-3006-42ch-bf59-50 2e3e9e84b2
2307 N/A
24 |AG-LP-IACK2 14-06-20114-06-201(N/A N/A 18.0.1813. 5f910146-acd6-AcSc-Ebbe-a3de0Bddodcs
25 |QA-HPWINS1 14-06-20114-06-2011 N/A N/A 18.0.1813. 64885606-046-4b12- 963e-e401520906319
26 | AG-QA-HYPERVN1 14-06-201114-06-2011 N/A N/A 18.0.1813. 91eafe6d-dcse-40f-bgbs-dd760440a70
27 |QA-HPWIN10 14-06-201(14-06-2011 N/A N/A 12.0.1813. 36040b82-63dc-4152-a¢h7-0f9140a4eeb1
28 | AG-QA-HYPERVN2 14-06-2011 14-06-201(N/A N/A 18.0.1813. 93b72539-562b-4cd3-9ecl-014228C74cca =
1465942076578 < »
Ready. ol 5 1
z A
Q 14-06-2016 0446 P @ cman
~m 14.0R.9095 N5 B 4A0RI0R 1447 PM eman

& Welcome admin (3 Change Password

About

click on

sconnected (@) Successful @ Failed @ Started @ Stopped () Waming
Last Note ¥ Action NovaBACKUP Version

NA Y.

NiA ZAO)

NiA 18018130,/

NiA ® 18.0.1813.05/

A ®

NA ® 18.0.1813.0/

NiA > 18.0.1813.0./

NiA ® 18.0,1813.0/

NiA 18018130,/

NiA 18.0,1813.0,/

NiA ® 18.0.1813.0,/

NiA 18.0.1813.0,/

Nia ® 18018130,/

NA Y

NiA ® 18.0.1813.04/

NiA ® 18018130,/

NA ® 180181301/

NiA & (2 1804420, /

3 Show all downtoads.

o
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Users & Roles

"Users & Roles" is the area where you can set up CMon to work with more than just the single built-in
"admin" account. Once in the "User" tab you have the ability to add users with the "Add User" function
as well as define custom Roles for users via the "Role" tab.

&, Welcome admin () Change Password  About () Logout

)(NDVAETDR
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Users and Roles

P— =y - |

(%]

[ Agent & Group

Enable User Name Email Address Description Action
£, Users &Rales =

admin Built-in Administrator e ®
[B) connguration .

jack Jack@novastor.com admin P < @
& Help Overview
[l Avout
L\ Rerts S

1l pasnooars , ! Agents & Groups Reports

[*] Reports

Users & Roles - "Roles" tab function contains the ability to create / edit Roles. Once in the Role tab you
can click on "Add Role". From there you will be able to define a custom role and then assign current
users to that role from a single interface.

&, Welcome admin (3 Change Password  About () Logout

)(NDVAETDR
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Users and Roles

() Dashboard User [IEGIY

[ Agent & Group

Role Name Description Action
O, Users &Roles
= 5
Administrator Administrator VO]

[B) connguration

Backup Operator Creates/Schedules/Performs backup and restore operations P @ @
= Help Overview

Backup Support Assists with backup and restore operations VIO
[ About

Backup Auditor Monitors backup and restore operation status P < @

L\ Aerts

[*] Reports

A
l' ] Dasnboard ! Agents & Groups % Reports




Alerts

An Alert is a e-mail notification for selected groups of agents on an interval basis. A single Alert can
be created for the entire group of agents even. The notification will be an e-mail sent to the e-mail
addresses specified in the Alert configuration. The current alerts are shown in the "Action" tab.

PO Coriguraton

When you create a task, you must specify the action that will occur when your task start

Group
Name | Agent Name

AG-AGENT4, AG-AGENTS, AG-AGENT2, AG-QAHYPERVN1. AG-
AGENTT, AG-AGENTMILLION, AG-AGENT6, AG-VM-AGENT10, AG-N'
2, QA-HPWIN APPL3

2012, L
K1940L7BHT4

When creating a new Alert, you are asked some questions including the agents and groups that will be
included in the alert. The "Notification Interval" choices are Daily, Weekly, Monthly and Immediate.
You can set a custom subject, message text, etc. When done configuring click the Add button.

Add New Action

Action: Send Email

Job Status: None selected -

Group: None selected

Group Agents 5 5
Name Nows setoctok! Action Name | Ac

PM | Send Email

Setting
Notification Interval O Daily © Weekly © Monthly © Immediate
Time:
To:
Subject:

Body.




TovasTor

Once a New Alert is added you can perform the actions "View Action" or "Edit Action" on the existing
Alert by clicking on the "green eye" looking icon on the right-side of the screen in the Action column, to
"View Action". To "Edit Action" you can click the "pencil" looking icon on the right-side of the screen in
the Action column. You can also "Delete Action" by clicking on the red "X" looking icon. Example:

Edit Action

Aciion J fdtion Send Email

Job Status. Failed -
When you create a

Group Al selected (6) ~

Agent Narj Aot 31 selected =

ing AG-AGENT i
e Setting

APPL2, QA Notification Interval © Daily © Weekly © Monthly ® Immediate
QAHPWI

HYPERWN] L

N1-AGENT To: 'youremail@domain_com |
2012, VI = =
K1940L78| Subject [Failed backup job for SageniNa|

Body: [Failed backup job for SagentName
|at SnotificationTime with job name
‘ of SjobName:

4

To configure Alerts for how the Alert e-mails are sent you will click on the "Configuration" tab in the
"Alerts" area as seen in the example below. Alert e-mails are delivered by default via the built-in
"NovaBACKUP Alerts" SMTP service or via the Custom SMTP server that you define. Example:

B oo

The following options are used to configure sending logs via-email. E-mail is delivered via SMTP only. A SMTP server must be specified along with a
valid sender and recipient email address.

Choose Notification Services Testing Your Email Settings...

® NovaBACKUP Alerts © Custom SMTP After you have completed filling out the information below
You can test your email settings by pressing the Test Email
Settings Button

User Information

¥t Nareid NovaBACKUP Aleits Recipient Information
please use semicolons (. to separate multiple e-mail address

E-Mail Address

noreply@novastor.com To

cc

Server Information

SMTP Server Name Test Exnell Sotiings

SMTP Server Port 25

Use SSL

My SMTP server requires authentication

User Name

Password

Retries

Timeout Interval (in
Seconds)

-20 -
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An Alerts "Custom SMTP" server configuration example is shown below. Make sure to fill in all of the
details that are prompted for. Once the prompts are filled in click the "Test Email Settings" button to
verify all of the settings are correct prior to saving, otherwise your Alert e-mails will fail.

m Configuration

s via-email. E-mail is delivered via SMTP only. A SMTP server must be specified along with a

Choose Notification Services Testing Your Email Settings..

5 NovaBACKUP Alerts After you have completed filling out the information below,
you can test your email settings by pressing the Test Email
Settings Button

Recipient Information
please use semicolons (1) to separate multiple e-mail address

To

cc

SMITP Server Port

5 Use SSL
1 My SMTP server requires authentication

User Name
Password

Retries

-21-



The "Help Overview" menu.

The "Help Overview" menu will allow you to view the CMon User Manual (PDF format). You can send
us feedback by clicking the "Send Feedback" button on the right.

O, Welcome NovaStor (3 Change Password () Logout

)(NDVAETDR

Backup for the rest of us.

+ Overview
€ Dashboard

[ Agents & Groups
£, Users &Roles
Configuration
= Help Overview
L\ Aerts

[7] Reports

Introduction

NovaBACK Central Management Console (CMC) is a web based management console that allow the user to create, delete,and
run backup or restore jobs on the computers that have NOVABAGK installed on them. The GMG is a full management console that
includes everything you would need In order to manage multiple instaitions of NOVABACKUP.

Here

Send comments on this topic to support@novastor.com

! A
’ i
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